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Wi-Fi networking

o |EEE 802.11 standard
e Specifications for MAC and Physical layers
@ Information transmitted by frames

o Data: upper layer datagrams
e Management: beacon, probe request/response, ...
e Control: acknowledgement, ready to send, ...
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802.11 frame

802.11 header

<
<

3
>

Frame [Duration| Address | Address | Address |Sequence| Address
Control ID 1 2 3 Control 4 Payload FCS

2 bytes 2 bytes 6 bytes 6 bytes 6 bytes 2 bytes 6 bytes 0a 2312 bytes 4 bytes

Protocol To

From More Power More
Version Type |Subtype

DS DS Frag Retry Mgmt Data WEP Order

2 bits 2 bits 4 bits 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit

o Address fields contain MAC addresses (src., dest., ...)

@ MAC address: a unique identifier allocated to a network interface
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Wi-Fi service discovery |

@ Discover surrounding APs and Networks

e Passive mode: Wi-Fi Beacons
e Active mode: Probe requests and Probe Responses
e Probe requests contain an SSID field to specify the searched network

@ Active is less costly in energy
o Preferred mode for mobile devices

Passive Active

@. > ss|
Beacon Probe
SSID: NETGEAR 1234 SSID: Jojo's Wifi
(== Probe Request
~ SSID: NETGEAR
Beacon Probe Response

SSID: Bob's Wifi SSID: Airport Wifi
I i Beacon
== SSID: Freebox-2z42
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Active service discovery

| John's WiFi |

| Hotel d'Alsace |

| Lyon airport |

| Smith Family |

\

SSID of configured networks

|0C:56:4F:00:72:F5|

— MAC address

@ Information available in cleartext (headers are not encrypted)
o Broadcasted: dest. Addr. = FF:FF:FF:FF:FF:FF
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Active service discovery

@ Probing frequency

e Depends on model, OS version, ...
o Several cycles per minutes (every 20/30 secs)

Figure: Delta between probes of a Samsung phone.
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Wi-Fi Fingerprint

Source Destination  Signal strength SSID
MAC Address MAC Address

} |

120:4e: (ffaff: -70 TECOM-AH4222-561ABC
120:4e: ffff: -68 TP-LINK
120:4e: (ffaff: -72 vireless
L HH (ffaff: -80 ACCESS-StarHub

-79 A-Company Ltd
1a2:be: R1FFRIATS -75 Apple Store

-79 dd-wrt
164:5f: RIS -81 INRIA-guest
HZH (ffaff: -75 INRIA-grenoble
:53:8d: ffaff: -78 A-Company Ltd
:53:8d: ffaff: -77 McDonald's FREE WiFi
:53:8d: ffiffe -74 Cafe_Bello
:53:8d: BT FRIRIFS -59 Quality Inn
:53:8d: RIFFRIATS -45 BigPond9568

@ Wi-Fi Fingerprint = List of SSIDs broadcasted by a device
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Monitoring probe requests

e What about encryption (WPA ,WPA2, ...)?
o Only payload of DATA frames are is encrypted
o Header are not encrypted
o Management and Control frame are not encrypted (Probe Requests)
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Monitoring probe requests (Demo.)

@ Wi-Fi interface supporting monitoring mode

@ Traffic capture and analysis tools

Radio signal monitoring

> P
2 i~

|
\ Wi-Fi enabled devices

Process data and display results
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Personal information from SSIDs

@ SSIDs: name of the previously connected networks

o Stored in the Configured Network List (CNL)
e Observed up to 80 configured networks !

@ SSIDs: personal data

Travel history GPS coordinates Social links
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@ Personal information found in SSIDs

e Link with a company/university/organisation
o INRIA-interne, INSA-INVITE, GlobalCorp Ltd.

o Attended conferences
o WiSecl4, PETs, CCS

o Visited places (hotel, restaurant, coffee-shop, airport)
o Hilton-NY WiFi, Aloha Hotel WiFi, Brasserie de I'Est,

Sydney-airport-WiFi

e Individual’s identity

@ Marc Dupont’s iPhone, Bob Fhisher's Network

Settings

Personal Hotspot @

Other users can look for your shared
network using Wi-Fi and Bluetooth under
the name “ iPhone”.
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Precise geolocation information

e From SSIDs to precise geolocation?
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[ 145 ]
IBen Greenstein et al. “Can ferris bueller still have his day off? protecting privacy in
an era of wireless devices”. In: In HotOS XI. 2007.
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Precise geolocation information

o WIGLE: Wireless Geographic Logging Engine: Making maps of
wireless networks since 2001
e SSID, BSSID, channel, security, GPS coordinates, ...

== |F4:CAE5:84:00:28 Fraebox-5F0101 ? 7 [poi3-1226 20134220 W 4571317673 |4.85502815 |20131226071318 3 o N
Map 11:46:39 | 07:11:10

F4:CAE5:84:00:20 FreeWili linfra | 2 7 [o131220 |20131220 7 |45.71334830 [4.85501671 |20131226071423 3 o N
Map 11:46:37 | 07:11:14

F4:CA:E5:84:00:2A FreeWifi_secure linfra | 2 ? 0131226 |2013 1226 2 (45.71317673 [4. 3 o N
Map 11:46:39 | 07:11:05

F4:CA'E5:84:00:44 gaele finfra | 2 ? [ot01 06 |201%01.06 W |45.75151825 (4. n o N
Map 132 | 082105

F4:CA'E5:84:00:45 FreaWifi linfra | 2 ? [Fot01 06 |201%01.06 ? |45.75151825 n o N
Map 13132 | 82108
== |F4:CAE5:84:.00:46 FreeWifi_secure linfra | 2 ? [F014:01-06 |201401.00 2 |45.75151825 7 1" o N
Map X 13132 | 082103
== |F4:CA:E5:84.00:88 freabox_alsica linfra | 2 ? [FO13-07543 [204307:44 W [48.10200274 |-1.68101156 [20130714064705 | 11 o N
Map = 163442 | 06:45:52
== |F4:CA:E5:84:00:8A FreeWifi_secure linfra | 2 7 [FO13-07543 [2043.07:14 2 |48.10209274 |[-1.68101156 20130714064707 | 11 o N
Map - 16:33:42 | 06:45:40
== |F4:CAE5:84.00:04 freabox_OJAAM) linfra | 2 7 ot 28 (20131007 W |47.00141678 (1.03103000 [20131007114620 il 3 N
Map - 23:04:20 | 11:45:34

@ Other databases exist (CIA, Google, Apple, ...)
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Inferring social links |

@ Hypothesis: similarity between Wi-Fi fingerprint can betray social
links

e People tends to share their Wi-Fi network with people who are close
@ The experiment: "1 know who you will meet this evening’?

o A wild dataset: fingerprints of 8000+ devices
o A control dataset: fingerprint with 30 existing social links

2Mathieu Cunche, Mohamed-Ali Kaafar, and Roksana Boreli. “Linking wireless
devices using information contained in Wi-Fi probe requests”. In: Pervasive and Mobile
Computing (2013), pp. —
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Inferring social links |

@ Frequency of SSIDs

e Some are frequent (ex. NETGEAR)
o Other are rare (ex. Freebox_YTC689)

Fraction of device (%)
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Inferring social links |

o Quantifying the similarity between fingerprints
e Metric considering size and rarity of the intersection

@ Cosine-IDF and Jaccard index

E idfy

XNy
Cosine-idf( X, Y) = xexny IX,Y) = Xnyl
IXUY]|
D ian? [ ar,?
xeX yey
where idfy © inverse document frequency of x
@ Adamic, modified Adamic
1 1
Adamlc()(7 Y) = Z |Og 3 PS|m—q(X, Y) = Z 7
xeXNY xeXNY

where fy | document frequency of x
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Inferring social links |

0.9
0.8
D\A o7
Fingerprint imilari 06
gerp Similarity(X,Y) o«
a 05
=
) X 03
Fingerprint
0.2
3= . cosine_idf ——
01 it jaccard ------- 4
‘ adamic ----ee-
0 Psim-3
h !
o o o9, o, o o, o, o, 0o, o 7
- . - s % % % % % S % %
Prediction: | Linked | |Non Linked |

@ Performances: detects 80% of social links with less than 8% of error.
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The end of broadcasted SSIDs 7

@ The good news: Broadcast Probe Requests

e SSID field is left empty
o AP must responds to all Broadcast Probe Requests

e Adopted by major vendors to reduce privacy risks

@ The bad news: Hidden Wi-Fi networks

e Hidden: not broadcasting beacons
e Probing with SSID is the only way to discover
e Device continuously broadcast SSID of the network

6 mars 2014
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@ A short parenthesis on RFID
e Privacy concerns over RFID
e Chip embedded in goods (clothes)
e A combination of RFIDs can constitute a unique ID

"How would you like it if, for instance, one day you realized your
underwear was reporting on your whereabouts?"”
— US Senator Bowen on RFID chips. 2003.

3http://digitalcourage.de/
M. Cunche (INSA-Lyon / INRIA )
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Wi-Fi tracking

@ Wi-Fi enabled smartphone: portable personal beacon
o Broadcast a unique ID
e Several 10s meters range
e Wi-Fi tracking system*
e Set of sensors collect Wi-Fi signal
o Detect and track Wi-Fi devices and their owners

Wi-Fi sensor Wi-Fi portable device

4A. B. M. Musa and Jakob Eriksson. “Tracking unmodified smartphones using
Wi-Fi monitors”. In: Proceedings of the 10th ACM Conference on Embedded Network

Sensor Systems. 2012.
6 mars 2014
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Wi-Fi tracking: applications

@ Road monitoring

e Measure point-to-point travel time
o Detect traffic jam

d: set distance
t,;initial time
t,:final time

M. Cunche (INSA-Lyon / INRIA ) WI-Fi told me everything about you 6 mars 2014



Wi-Fi tracking: applications

@ Retail, shopping center monitoring

‘Smartphone Detection
) Bluetooth
N win

@ Physical analytics
e Similar to Web Analytics
e Frequency and length of visit, number of visitor, peak hour ....

Visitors During Time Window

Number of Visitors
T
o o L3
11
°
|

-8
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Wi-Fi tracking: applications

@ Trajectory reconstruction
e Triangulation based on signal strength
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Wi-Fi tracking: applications

o lllustration: monitoring Dx3 2014°
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5Credits: Aislelabs
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Wi-Fi tracking: applications

e Current state of Wi-Fi tracking (in the US)
e More than 12 tracker companies: Euclid, Navizon, ...
e Major retailers are getting involved
e 50 millions individual tracked by Euclid in less than 5 months of activity

Hello!

We use Euclid to measure customer traffic and improve
our operations. This system detects the presence of
Wi-Fi devices, but does not “see” anything personal

To learn more or opt out, scan the QR code above or visit
euc.li/optout

% euclid
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Wi-Fi tracking: privacy

@ Privacy concerns

HomelNews | Campaign | Business & Lobbying | Opinion | Capital Living | Jobs | Video | Gossip: In The Know
BL0GS  Briefing Room | RegWatch | [ g | E2-Wire | Fioor Action | On The Money | Healthwatch | Transportation | DEFCON Hill| Global Affairs | Gongress  MORE

THE HILL

NEWS GO TO THE HILLHOME »
o [l Hilli Vall
sian ur now 1niicon valiey
Go THE HILL'S Technology Blog ! =
Home [g Tech Execs
. . . by Phillip J. Bond
Senate Franken presses Euclid for information mcomenr i
House .
on tracking technology Bt
Administration T SeriT « Dell Wyse leader. A force of nature
By Jennifer Marinez - 03/13/13 05.08 PM ET
Campaign . « Only in Californial
e W Tweat (7 BLice |4 1] [©Send| g ) 1
usiness . " . Phillip J. Bond's Tech Execs’ appears here on The
v Sen. Al Franken (D-Minn.) on Wednesday asked Euclid Analytics for more il Hilicon Velley Blog cocaeonally
Sunday Talk information about its "troubling” consumer tracking technology that monitors
Shows. people’s smartphone signals without their knowledge. RELATED VIDEOS

"People have a fundamental right to privacy, and | think
neglecting to ask consumers for their permission to track them
violates that right” — Senator Al Franken

M. Cunche (INSA / INRIA ) WI-Fi told me everything about you 6 mars 2014



Wi-Fi tracking: privacy

@ Response to privacy concerns
e MAC addr. does not contain personal information

User notification

o
e Opt-out mechanisms
o MAC addr. is "anonymized” (Hash function)

40:a6:d9:6d:fd:e4 —>»

H(.)

—>» 3ff319f0cc091a904dc9740adec2b5f4
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Wi-Fi tracking: privacy

~¢—— 3 bytes ————p»g¢——— 3 bytes ———p

Organisationally Unique |Network Interface Controller
Identifier (OUI) (NIC) Specific

@ The MAC address: not a personal information ?

e Unique identifier
e Collected by mobile applications
e The missing link between physical and online profile

Online profile Physical profile

R

Ly

@

PV
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Wi-Fi tracking: privacy

@ Opt-Out mechanism

o By default your activity is recorded
e Opt-Out service: enter your MAC address

« euclid PRODUCT  ABoUT  PRVAGY  cETSTARTED
overview Opt out
Coc Enter your MAC address to opt out of Euclid
Privacy Statement services and remove your phone's identifier

from our databases.

@ Is this a good idea to give out your MAC addr. 7
@ Can your grand-mother find her MAC addr. ?
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Wi-Fi tracking: privacy

@ The failure of hash-based anonymization of MAC addr.
e Trackers: Don't worry we don’t store the MAC in clear
o Irreversible operation: hashing, scrambling, ....
o Can be de-anonymized®
@ In ~ 1 day using high-end GPU
@ In a handful of seconds by exploiting skewed MAC addr. distribution.

6Mathieu Cunche, Levent Demir, and Cédric Lauradoux. “Anomymization for Small
Domains: the case of MAC address”. In: Atelier sur la Protection de la Vie Privée -
APVP 2013. June 2013.
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Wi-Fi tracking: privacy

@ How to obtain the MAC addr. of an individual 7
e Without a physical access

@ Beacon replay attack
e Home/work locations uniqueness

Work

Association

g @ Request

@ AP-Fingerprint @ Beacon Replay

o Stalker attack
o Simply follow the target in the streets
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Wi-Fi tracking

% r 00-14-22.01-23-45

o S Nokia

@ London’s Wi-Fi bins
o Detect individuals via Wi-Fi

e Display targeted advertisement on screen
o Based on a user profile: consuming habits, gender, ...
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Wi-Fi tracking

GEOLOCALISATION TELEPHONE / PHONE GEOLOCALISATION

Comptage visiteurs i
La Vallée Village dispose d'un systéme informatique destiné a pompter les visiteurs
a partir des données issues des téléphones portables. Ces données sont anoqymes,
les titulaires des téléphones ne pouvant pas étre identifiés et les numéros de téléphone
ne pouvant pas étre enregistrés. Les données ne sont utilisées que pour compter
e nombre de visiteurs. Les informations enregistrées sont réservées a I'usage exclusif
de La Vallée Village.
Visitor count
La Vallée Village is equipped with an I.T system designed to count visitors using mobile
phone data. The data is anonymous; it does not reveal phone owner’s identity nor record
phone numbers. The data is used to count Village footfall. The information is exclusively
recorded by La Vallée Village.

Village sous vidéosurveillance
LeVillage est placé sous vidéo-surveillance pour des raisons de sécurité des biens et des personnes.
Pour tout renseignement ou pour exercer votre droit d’accés aux images vous concernant,
veuillez vous adresser au Responsable de la Sécurité de LaVallée Village, au 01 60 42 35 27.

) Video surveillance in operation
For security reasons, the Village is under video surveillance. For information or to access film
tmay concen you, please contact La Vallée Village Security Manager on +33 160 423 527,

Figure: Seen at La Vallée Village shopping center (near Paris).
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Wi-Fi tracking: privacy

@ Other field of application’
o Surveillance: CIA, NSA, GCHQ, ...
o Surveillance: private (stalkers)
o Triggered "events”

100l

"Mathieu Cunche. “I know your MAC Address: Targeted tracking of individual using
Wi-Fi". In: International Symposium on Research in Grey-Hat Hacking - GreHack.
Grenoble, France, Nov. 2013.
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Countermeasures (

o Geofencing
o Wi-Fi only activated in trusted places (home, office, ...)
o Apps: Wi-Fi Matic® and AVG Privacy Fix®

@ MAC address Spoofing

o Periodically change MAC address to a random value
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https://play.google.com/store/apps/details?id=org.cprados.wificellmanager
https://play.google.com/store/apps/details?id=com.avg.privacyfix
http://www.gmdice.com/hexadecimal-dice

Countermeasures (long-term)

e Significant modification of the 802.11 protocols!?
o Encrypt/obfuscate all identifiers in the 802.11 protocol
o Issues with retro-compatibility
o Not before several years (decades ?)

1 Janne Lindqvist et al. “Privacy-preserving 802.11 access-point discovery”. In:
WiSec '09. 2009.
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Questions ?

Figure: Artist’s interpretation!?.

2credit P. Treimany
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